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read(0,buffer,255);

read(int,char®*,int){
//code
}

message = encrypt(buffer,key,255);

encrypt(char™,char*,int){
//code

}

sendMessage(message,255);
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Application Hooking

read(int,char®,int){
buffer="“our string”;

}

message = encrypt(buffer,key,255);

encrypt(char*,char®,int){

log(args);
encrypt(args[0],”000000”,args[2]);

sendMessage(message,255); )
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Before Frida
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After Frida
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Process
Frida Core

V8 Engine
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Print decrypted _
messages

Get message
Generate key
Encrypt message with key

Save message

Password
Correct?

)
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Print encrypted
messages
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char* encryptedMessage =
encryptMessage(message, key,255);

onEnter: function(log,args,state){
log(“encryptMessage”);

}

onLeave: function(log,retval,state)

{
}
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onEnter: function(log fargdlstate){
log(“encryptMessage’);

log((args[1]));

}

onLeave: function(log,retval,state)

{
}

retval.replace(0x00);




char* encryptedMessage »
encryptMessage(message P55):;

onEnter: function(log,args,state){
log(“encryptMessage”);
logKargs(1]§);

onLeave: function(log,retval,state)

{

retval.replace(0x00);

}

}
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ancryptedMessage

encryptMessage(message, key,255);

onEnter: function(log,args,state){
log(“encryptMessage”);
log((args(1]));

}

onLeave: function(log,retval,state)
{

retval.replace(0x00)
}
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enclyPIVMessage(message, ke 55);

onEnter: function(log,args,state){

loa( (args(2]); //garbage
args[2];

}

onLeave: function(log,retval,state)

{
®

}
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iImport frida

Import sys

def on_message(message, data):
print message['payload’]

jscode =

send(“hello world”);

session = frida.attach(“process")
script = session.create_script(jscode)
script.on('message’, on_message)
script.load()

sys.stdin.read()
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Frida Server adb forward tcp:27042 tcp:37042

Process
Frida Core

V8 Engine
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